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1. Overall Description:

SA3-LI has been reviewing the key issues and potential solutions for 5G security in TR33.899, in terms of potential impacts on LI requirements in 5G. Therefore SA3-LI would like to provide the following guidance on requirements for IMSI availability in the VPLMN. 

SA3-LI understand from TR33.899 that SA3 is intending to include an IMSI hiding solution for 5G. IMSI is one of the basic identifiers that is always required for LI Targeting as detailed in TS 33.106. Therefore, the real IMSI must always be available in the VPLMN for all roaming UEs. SA3-LI consider that any of the three following approaches are acceptable from an LI perspective.

1) The VPLMN is able to obtain the IMSI directly from the UEs as part of the initial network attach request as per 4G.

2) The HPLMN provides the VPLMN with the real IMSI as part of the authentication procedures between UE and the VPLMN/HPLMN for all roaming UEs. Furthermore, the VPLMN is also able also obtain the IMSI from the UE to verify that IMSI received from the HPLMN is correct, once the UE has fully authenticated onto the VPLMN (ie RAN confidentiality protection has been established).
3) HPLMN provides the IMSI as per (2).  A cryptographic hash based mechanism is used to allow the UE IMSI to be checked by the VPLMN rather than actually requiring the IMSI to be transferred from the UE to the VPLMN over the RAN. 

From an SA3-LI perspective, (1) is preferable as it is the closest to the current 4G LI functionality. However, any of the three solution approaches above is acceptable to SA3-LI.

For clarity, any scheme where the HPLMN provides the IMSI to the VPLMN for all UEs and the VPLMN is able to also obtain the IMSI (or verification hash) from the UE, for all HPLMN’s UEs roaming in that VPLMN is considered not to break LI transparency requirements, as the procedures are the same for all roaming UEs.

In addition, if a UE is using multiple subscriptions with different IMSIs simultaneously for access to different services or slices (eg ISIM for IMS access and USIM NR access), then the above requirements apply individually to all IMSIs while roaming on the VPLMN.

2. Actions:

To: SA3 Group.
ACTION:
SA3-LI asks SA3 to review the solution approaches above and pick one or more solutions. SA3-LI asks SA3 to advise SA3-LI on which approach(s) has been selected, so that SA3-LI can progress their work on 5G LI.
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